Metadata Sighing Key

All SAML Metadata documents published by ACOnet for the edulD.at service are signed with a 2048-bit sized private key that corresponds to the public
key contained in the self-issued X.509 certificate reproduced below in Base64-encoded DER format:

----- BEG N CERTI FI CATE- - - - -

M | D6j CCAt KgAW BAgl JANI Tq5P0ezz OVAOGCSqGSI b3 DQEBOMUAM GI MQswWCQYD
VQQGEWJ BVDEPMAQ GA1 UECgWGQUNPhmVONMSMM QYDVQQL DBpBQO9UZXQySWRI bnRp
dHkgRMVKkZXJhdG vbj EnVCQGAL UEAWMWM ZWR1 SUQUYXQY TW/O YWRhd GEgU2I nbri u
ZyBLZXkxHDAaBgkghki GOwOBCQEVWDW/K AW kQGFj by 5uZXQuHhc NMTgwNDEXMTT w
MDA2WhCc NMVEZC XM McMTT WwivDA2W CBi TEL MAk GA1 UEBhMOQVQx Dz ANBgNVBAoMBK FD
T25] dDEj MCEGALTUEOmvaQUNPbmVOI El kZWs0aXR51 EZI ZGVy YXRpb24xJj AKBgNV
BAMVHW/KdU ELNFOI E1l dGFk YXRhI FNpZ25pbnt gS2V5 MRwwGg YJKoZIl hve NAQKB
Fgll ZHVpZEBhY28ubmvOM | Bl j ANBgkghki GOWOBAQEFAAOCABAM | BCgKCAQEA
WSDLS25Y5spnt B8f ykSgzXbTaEssR/ ¢cD12f oFI DoLwiN5 PUEWXWAPS | 8z Xy oFw2nW
| r ORK47Z8wj UL1Q O4BcZRt 8i x52GI Xs9QbxgBs4zE/ Xp6hgUBaOi f 2Px OWA2UTq
UgBj 8L6j oVkz5r Bei Y7J2Ckf vRw+QSzk Mm+YEs mAcwpy ghavKf DvYSOxubuYBacq
kwGa0J8AkDui G3kf pydr CESR8KTt 8P65Xi e5+g8YCUONnY| 1vCz D048y 5dK5SHD4
Phkp&2BAay G NUR7bDSKVE! b3uybwj bOBQ +q0hu4NgpeZj TYOpTnu50ZhQM9e4
MrgKJEoSUcel 3CSZ6nSf HM DAQABo 1MMUTADBgNVHQAEFgQUTAT74FI zi E6v20KUH
HWAN/ i 8u8uMMHWYDVROj BBgWFOAUTA74FI zi E6v2O0KUHHMAN/ | 8u8uMVDWYDVROT
AQH BAUWAWEB/ z ANBgk ghki GO9w0BAQs FAAOCAQEAGaJ 65BAAKb8BAgx SWF2t kk FZ
7ThEf t d8pdp7wIdGOb6uRLf h5wnyHs/ TZeM7vJHAngaobek FpFXOLONDXAQk 4k

OtqYYNJas0YcCOn1lR/ ZZWkPkJpOnbz Ar BZg5w6gaf LLEI K+ncOGXOswyPbsCL+j h
kYM 38eadxFpzl | vvhar Yhr +K9X2P2un6Js/ YYuB9i 4l zRss5Ji nVI Qyc30Y7u62
zqkUDQ 3Ggu2j +GPF/ | j 7+j Wl uxXuOB3XpvC8zxSQ unozRTNY3TR7kvcl xy MA9I

MbOl 1Bhkt wu7t x YDxCUMKmhqakz LI u9OAL+vpdek 1QPp4r KSTONMMVK+k ETNI Q==
----- END CERTI FI CATE- - - - -

This certificate can also be securely downloaded via HTTPS from this location, e.g. via curl:

edulD.at SAML Metadata Signing Key

curl -O https://eduid.at/nd/ aconet - net adat a- si gni ng. crt

The public key from that certificate is this (openssl x509 -pubkey -noout -in aconet-netadata-signing.crt):

————— BEA N PUBLI C KEY-----

M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEAWSDL S25Y5spnr B8f ykSq
zXbTaEssR/ cD12f oFI DoLwWN5PUEWXWAPS| 8z Xy oFw2nW r ORK47Z8wj ULQ O4BcZ
Rt 8i Xx52GIXs9QbxgBs4zE/ Xp6hgUBali f 2PxOWA2UTqUgBj 8L6j oVkz5r Bei Y7J
2Ckf vRw+QSzk Mm+YEs mAcwpy ghavKf Dv YSOxubuYBacgkwGa0J8AkDui G3kf pydr
CE5R8KTt 8P65Xi e5+g8YCUONY| 1vCz D048y 5dK5SHD4PhkpG2BAay G NUR7bDSk
VEI b3uybwj bOBQ +g0hu4NgpeZj TYOpTnu50ZhQM9edM+gKIJEoSUcel 3CSZ6nSf
HM DAQAB

————— END PUBLI C KEY- - - - -

The fingerprints of that certificate are:

SHA- 1 6B: 11: 58: 68: AC. 6D: 45: BC: 7E: 51: 9B: 5D: 45: 22: 2A: 8D: 85: C1: 02: 2F
SHA- 256 OA: 8B: 47: D5: B9: F3: 8C: 61: 9A: 7A: 99: A6: 62: ED: A5: AO: 43: 71: B6: 45: 17: 2E: 62: 2D: DB: BF: OA: E5: 49: 17: 8C. 2D

You can always contact ACOnet to verify the fingerprint, e.g. via telephone. To calculate the fingerprint of the downloaded certificate use the following open
ssl command (on MS-Windows you could use these binaries):

openssl x509 -noout -fingerprint -sha256 -in aconet-netadata-signing.crt

Optional Web of Trust check

For added assurance about the authenticity of the key reproduced and referenced above you may download an OpenPGP signature from one of the edulD.
at operators.


https://wiki.univie.ac.at/display/federation/Metadata
https://wiki.univie.ac.at/display/federation/eduID.at
https://en.wikipedia.org/wiki/X.509#Certificate_filename_extensions
https://wiki.univie.ac.at/display/federation/Contact
https://wiki.openssl.org/index.php/Binaries
http://en.wikipedia.org/wiki/OpenPGP#OpenPGP
http://pgp.mit.edu:11371/pks/lookup?op=vindex&search=0xAFF60721F868B59A
http://pgp.mit.edu:11371/pks/lookup?op=vindex&search=0xAFF60721F868B59A

The commands below will download the Metadata Signing Key (aconet - met adat a- si gni ng. crt), a file containing an OpenPGP-signature of it (acone
t - net adat a- si gni ng. crt. asc) and then verify that the Metadata Signing Key has in fact been signed by that OpenPGP-key:

$ curl -O "https://eduid.at/nd/ aconet - net adat a- si gni ng. crt{, .asc}"
$ gpg --verify aconet-netadata-signing.crt.asc aconet-netadat a-si gning.crt
gpg: Signature made Wed 11 Apr 2018 03:35:10 PM CEST

gpg: usi ng RSA key 336A59F993C634AD50D6DBE2AFF60721F868B59A
gpg: Good signature from "Peter Schober <peter.schober@nivie.ac.at>" [full]
gpg: aka "Peter Schober <peter@co.net>" [full]

How much additional trust you derive from that procedure depends solely on the trust you put into the Web of trust signatures on the OpenPGP key used

to sign that file, i.e. whether you believe the people who have signed the edulD.at operator's key to be legit thereby testifying to the authenticity of the
identity represented in that OpenPGP key.


https://en.wikipedia.org/wiki/Web_of_trust
http://pgp.mit.edu:11371/pks/lookup?op=vindex&search=0xAFF60721F868B59A
http://pgp.mit.edu:11371/pks/lookup?op=vindex&search=0xAFF60721F868B59A
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