
eduPersonUniqueID

Issues

The   attribute suffers from a   issue (due to allowing use of both upper and lower case characters) that may lead eduPersonUniqueID case folding
to identifier collisions at Service Providers not treating identifiers case-insensitively. Consider this an informal Security Advisory against any use of 
this attribute.
Also note that newer versions of   – which is a formal part of the eduID.at policy via the   – go much farther and state that:saml2int Technical Profile

SPs MAY support legacy or historical   and   identifier content for compatibility reasons but <saml:NameID> <saml:Attribute>
MUST NOT require their use.

Use of the  attribute should be phased out and replaced with the  attribute from the eduPersonUniqueID subject-id OASIS SAML 2.0 
.SubjectID Attributes Profile

https://wiki.refeds.org/pages/viewpage.action?pageId=50626629#eduPerson(202001)-eduPersonUniqueId
https://kantarainitiative.github.io/SAMLprofiles/saml2int.html
http://www.aco.net/Federation_TP-websso.pdf
https://wiki.univie.ac.at/display/federation/SAML+Subject-ID
https://wiki.oasis-open.org/security/SAMLSubjectIDAttr
https://wiki.oasis-open.org/security/SAMLSubjectIDAttr
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